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SSL(Secure Socket Layer)
TLS(Transport Layer Security)
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" Ayt—UEBEFa—K (Message Authentication Code, MAC) IC& AL TS
" ER

" 1994 :Netscape IZ&>T SSL 2.0

" 1995 : Netscape [Z&>T SSL 3.0

" 1999 : IETF [ZX>T TLS 1.0 RFC2246

" 2018: IETF [CXK>T TLS 1.3
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IETF Public—Key Infrastructure using X.509
(PKIX) RFC5280

" X.509 [& X.500 TALYR) (H—ER) LD —EREL T 1988 & o e .
[CRIRDN DS IZEEBAER K TH D, X.509 [FIRTE IETF PKIX o End ety
THHASN TS, ] transactions :
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Figure 1. PKI Entities

IETF Public-Key Infrastructure using X.509 (PKIX) RFC5280, p.8 Figure 1. PKI Entities
https://datatracker.ietf.org/doc/rfc5280/?include_text=1
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JEE (X509 GEBAEZ R RLTH S
1/)

" 3EE Web DIIER—IU M5,
[ocs.shikob.net FZ5 8 - SFBAE |
=AHoO0—k-EBiY 5,

* ocs.shikob.net TAL M) IZF8ENT S

" AWS DY —/\(Web T3NS A= ILEN TV
LM ZEFIBTSEEIE. HlAIE.
1.8B50 PC [ZAHO—FK
2.scp AV KT AWS H—/\[ZOE—TF 5,

scp -t [EFTALOVRMI UL TZ2BIRMIZOE—T 5,
OE—%&ARARD IP PRLAKEIZOAVEEESEZANS
ZERARMTIZEGLTZAILB ERHEINTLEST=D)
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http://ocs.shikob.net
http://ocs.shikob.net

JEE X509 ‘Eﬁﬂié’*%z?b’(cﬁé@/)
RSA Fh# 52

$ openssl rsa —in privkey1.pem —text
Private—Key: (2048 bit)

modulus:
CCITHZEBROFERD 16 EHTRTRINDS
* EECBEEIE X509 iR TIEAL
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FBAEZR L THS(3/)
H—/\GEBAE

S X509

*.0cs.shikob.net M (T A JLEH—K) Y —/\SFBHE

$ openssl x509 —in certl.pem —text ~ FRIAYK
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
03:d2:26:30:af:7e:8d:63:11:0f:50:d6:82:fb:31:95:f1:23
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3 RITH
Validity H3hEAR

Not Before: Jun 23 14:57:21 2018 GMT
Not After : Sep 21 14:57:21 2018 GMT
Subject: CN=*.ocs.shikob.net SEBAENGIBAL TS SHIE
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public—Key: (2048 bit)
Modulus:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment A&
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Basic Constraints: critical
CAFALSE
X509v3 Subject Key Identifier:
81:DE:83:7F:35:FA:9A:EA:2D:A5:90:F2:72:60:97:3D:59:AC:58:E2
X509v3 Authority Key Identifier:
keyid:A8:4A:6A:63:04:7D:DD:BA:E6:D1:39:B7:A6:45:65:EF:F3:A8:EC:A1

Authority Information Access:
OCSP - URLhttp://ocsp.int-x3.letsencrypt.org FEAEORERNEDE SR
CA Issuers — URLhttp://cert.int-x3.letsencrypt.org/ RITE

X509v3 Subject Alternative Name:
DNS:*.ocs.shikob.net
X509v3 Certificate Policies:
Policy: 2.23.140.1.2.1
Policy: 1.3.6.1.4.1.44947.1.1.1
CPS: http://cps.letsencrypt.org
User Notice:
Explicit Text: This Certificate may only be relied upon by Relying Parties and only in accordance with the Certificate Policy found at https://letsencrypt.org/repository/

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID
Timestamp : Jun 23 15:57:21.351 2018 GMT
Extensions: none
Signature : ecdsa—with—-SHA256

Signed Certificate Timestamp:
Version : v1(0)
Log ID
Timestamp : Jun 23 15:57:21.367 2018 GMT
Extensions: none
Signature : ecdsa—with—-SHA256

Signature Algorithm: sha256WithRSAEncryption
27:85:89:f4:9b:90:88:1a:67:4d:f4:aa:e5:0e:d3:c1:¢9:c3:
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E S X509 GEBAEZRRLTH S (4/)
saall fm(CARIEBRE

" Let's Encrypt FREER(CA) [ZX9 HEEEHE

$ openssl x509 —in chainl.pem —text
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
0a:01:41:42:00:00:01:53:85:73:6a:0b:85:ec:a7:08
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Digital Signature Trust Co., CN=DST Root CA X3 RITE
Validity
Not Before: Mar 17 16:40:46 2016 GMT
Not After : Mar 17 16:40:46 2021 GMT
Subject: C=US, O=Let’s Encrypt, CN=Let's Encrypt Authority X3 FERAZEIE
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public—Key: (2048 bit)
Modulus:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE, pathlen:0
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign A&
Authority Information Access:
OCSP - URLhttp://isrg.trustid.ocsp.identrust.com
CA Issuers — URLhttp://apps.identrust.com/roots/dstrootcax3.p7¢c

X509v3 Authority Key Identifier:
keyid:C4:A7:B1:A4:7B:2C:71:FA:DB:E1:4B:90:75:FF:C4:15:60:85:89:10

X509v3 Certificate Policies:
Policy: 2.23.140.1.2.1
Policy: 1.3.6.1.4.1.44947.1.1.1
CPS: http://cps.root—x1.letsencrypt.org

X509v3 CRL Distribution Points:

Full Name:
URLhttp://crl.identrust.com/DSTROOTCAX3CRL.crl

X509v3 Subject Key Identifier:
A8:4A:6A:63:04:7D:DD:BA:E6:D1:39:B7:A6:45:65:EF:F3:A8:EC:A1
Signature Algorithm: sha256WithRSAEncryption
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http://isrg.trustid.ocsp.identrust.com
http://apps.identrust.com/roots/dstrootcax3.p7c

JER: SSL/TLS X3hits Web H—/\

" MERE-FIAEZET7 YT 0—kL. .

> scp ocs.shikob.net.zip ec2—user@aa.bb.cc.dd:
Enter passphrase for key '/Users/ikob/.ssh/id_rsa’:
ocs.shikob.net.zip
$ unzip ocs.shikob.net.zip
Archive: ocs.shikob.net.zip

creating: ocs.shikob.net/

inflating: ocs.shikob.net/privkey1.pem

inflating: ocs.shikob.net/fullchain1.pem

inflating: ocs.shikob.net/cert1.pem

inflating: ocs.shikob.net/chain1.pem

EET Do

* H—/\IZ ssh TAS AL, mod24.ssl ZEAT S
$

$ sudo yum -y install mod24 ssl

NN N N N N N0 N N0 N0 N9 N0 N N 80 N0 N N0 N N N0 N N0 N0 N N0 N N N N N NV N N N
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JER: SSL/TLS X3hits Web H—/\

" WEB-EIBAEZOE—T D

$ cd ocs.shikob.net
$ sudo cp privkey1.pem /etc/pki/tls/private/localhost.key
$ sudo cp certl.pem /etc/pki/tls/certs/localhost.crt

* Apache HTTPD B2 &9 5

$
$ sudo service httpd restart

Stopping httpd: [ OK ]
Starting httpd: [ OK ]
$

* Web 754 T httos://[Z$kLT1=£2Fi]/indexhtml [T7 XT3,
Wordpress DG S LERENNE(IZLD,
* JSOYDIE I 74 E0)voL., ULTEHERT S,

" SIBAEDOARE
" FSRAMFZAY

" LU DIEET 0S / TZIHIT root EBAENMARFEN TSI LEHERT S
* MacOS: /Applications/Utilities/Keychain¥ Access.app
* Windows10: A kA—)L/ARJL —> AVE1—2DEE- SIBAZENDEE
" IIVHICESTIHEIAZE EEBE I SV BENE LTS EDLH5
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=k i8 : https://www.kantei.go.jp D
H—/\GEERE

" R MO —/\GEBAZE ., JL—FEBABRMLD RS X
cFTzA (2 DUNTERBA- ‘-hJ:

" BARBAIEZAEANZEE—EX(UPKDEEE. L
—rEEBAREFEIL TLNS, LALEAS, EERD Web
HALTIECOEEABIIFIBSN TULVEL, BERHA
JPKI ZF|HLEGEWERZEB R L,

" ER Web KYEIEFTHIE,
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